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HIGHLIGHTS

 n Not all passwordless 
solutions totally eliminate 
passwords

 n Simply eliminating 
passwords doesn’t 
eliminate risk

 n Decentralized solutions 
can’t adapt to risk in real 
time

 n Only intelligent, 
adaptive, and risk-aware 
authentication delivers 
zero-trust password 
elimination

Overview
No one will argue that passwords are a problem. Each and every year there are bigger and 
bolder data breaches, most of them attributed to passwords. According to Verizon’s 2019 
Data Breach Investigations Report, 68% of all breaches were directly related to lost or stolen 
passwords making passwords the number one threat vector.

Many organizations have deployed or are looking at multi-factor authentication (MFA) as a 
first step to eliminating passwords. MFA is the foundation for passwordless access using 
items such as mobile devices, USB security keys, and biometrics. Many believe they are “safe 
enough” with a second or even third factor, but unless passwords are eliminated totally from 
authentication factors and centralized repositories, the risks still remain through unprotected 
channels and back-end systems.

The best solution is to eliminate passwords altogether from the device to the data center to 
the cloud. Many vendors claim their solutions are passwordless, but many just mask stored 
credentials on the device or point to centralized stores such as LDAP and Active Directory 
services. The latest solutions based on the FIDO (Fast Identity Online) standards offer true 
passwordless with identity stored on the device itself and not in any central location.

The Challenges of Passwordless Access
Conceptually moving to a passwordless environment is a simple idea, however the real work is 
in overcoming the numerous and difficult challenges that every organization faces in their own 
unique ways. Figure 1, depicts a simplified view of an organization’s IT infrastructure with users 
on the left and internal and cloud systems on the right.

Here the users access the systems through their devices and authenticate to on-premise, 
cloud, and other services like VPN and VDI such as Citrix. In the lower right portion of the 
diagram the employee helpdesk is included as these systems are often tied into provisioning 
processes and managing employee access to an organization’s IT resources.

Considerations for Passwordless Solutions:

1. Solutions need to support numerous device platforms, authenticators, and operating 
systems including Macs, Windows 7, 8, 10, and Citrix.

2. Devices need to securely authenticate when the device and/or mobile are offline such 
as on an airplane or in a controlled access environment.

3. The system needs to support not just employees, but also third parties like contractors 
along with accommodating BYOD policies.

4. Kiosks and shared devices require the ability to support multiple users.
5. Deployment and management of a new mobile authenticator. 
6. Integration into an existing mobile authenticator application.
7. New user on-boarding and device re-registration.
8. Authorization controls do not limit system access based on changes to users’ risk 

profiles after they are authenticated.
9. Current permission schemes are binary and tend to offer too much access to systems 

as they are difficult to manage.
10. SSO magnifies the risk as once a user is logged in, they are logged into all connected 

systems.
11. Users need to be properly validated when they contact the helpdesk to replace a phone 

or reset their system access.
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12. Most organizations can’t rip-and-replace their current IAM infrastructure. There are 
years of legacy systems and platforms that need to be integrated and supported.

13. Solutions should not lock an oganization into a single vendor.

Enterprise Services

Cloud Services

VPN, VDI, Other

Authentication
and

Authorization   

Desktop/Laptop

iOS, Android

Employees
Contractors
Vendors
Partners
Other 3rd Party

HelpdeskHelpdesk Systems

-
3. 3rd Party, BYOD

6. Existing mobile app?

7. Onboarding/re-registration

10. SSO magnifies the risk           

8. Only binary access 

9. Too permissive

13. Avoid single vendor lock-in

12. Legacy systems /Integration

5. No mobile app?

11. Helpdesk user validation

4. Shared devices/kiosks

2. Offline?1. Windows, Mac, Citrix?

Figure 1. The many challenges for passwordless access in an enterprise 
environment.

These are just a handful of issues that an average organization will face. Given the complexity 
and history of identity and access management, each will have its own unique set of obstacles.

The current IAM products in the market today can provide basic password elimination, however 
none of the challenges can be solved by any single vendor nor can most be solved by any 
combination of them. 

Key elements for a zero-trust passwordless solution:

 n Vendor-agnostic integration for applications, devices, identity, threat detection, risk 
assessment, authentication tools, and access controls that span from the datacenter to 
today’s complex multi-cloud environments

 n Abstraction to remove the tedious and time-consuming integration required to deploy 
even the simplest IAM changes to applications or other components

 n Centralized identity management to dynamically monitor user risk and take action in 
real time; at the time of login or as the user goes about their interactions across the 
various systems in an organization

 n Support for FIDO, non-FIDO devices, and operating systems including Windows 7, 8, 
10, Macs, and Citrix, and not for just online access but also offline access where the 
devices cannot connect to a network for authentication.

Transmit Security: Zero-Trust Passwordless Access Built on a 
Foundation of Risk
In 2017 Gartner introduced the concept of Continuous Adaptive Risk and Trust Assessment 
(CARTA) for information security. This adaptive architecture is a framework recommended to 
span the entire enterprise IT landscape from devices to the data center and to the cloud. At its 
core, the CARTA approach employs a mindset that monitors users, systems and networks in 
real time and controls access and security based on dynamic changes in risk posture.

The Transmit Security platform employs the CARTA approach to identity and access 
management that integrates, orchestrates and uses real-time risk assessment and decisioning 
to control authentication, authorization, and access.

Integration, 
Orchestration, 
Centralization, 
and Broad Device 
Support

are the 
foundation 

for Zero-Trust 
Passwordless 

Access
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Figure 2: The Transmit Security Platform based on a foundation of continuous 
adaptive risk.

Everything a user does starts with the adaptive risk engine. It continuously looks at all activity 
across all services and all devices over time to provide a risk snapshot at any given point. 
Based on that risk level, Transmit Security determines what type of authentication is required 
and methods that should or should not be used. 

For example, if a user is working from home, they may have to authenticate using their USB key, 
but when in the office, they could use a fingerprint or face scan on their mobile. Access can be 
controlled or limited based on risk. If a user is not on-premise, the system can be programmed 
where they are unable to access a sensitive financial system until they are on an internal 
network.  

Transmit Security’s risk engine assesses device and system characteristics such as location, 
usage patterns, times used, registration history, and the sensitivity of the resource being 
accessed. This is used to create an aggregated dynamic risk score that is updated in real-time. 
Unlike FIDO solutions, the centralized risk engine can take measures such as requiring step up 
authentication, use of a different authenticator, or limit access to systems.

Flexible, Risk-Aware Authentication
Unlike other solutions, Transmit Security supports authentication methods and tools from any 
vendor and also offers its own authenticators if they’re needed.

For laptop and desktop devices, Transmit Security supports biometrics such as fingerprint 
scanners, USB security keys, NFC and push-to-mobile. Both online and offline access is 
supported providing secure authentication even if there is no network available.

On mobile devices built-in biometrics such as fingerprint and face id are supported along with 
QR codes, push, multi-user push, and soft token one-time-passwords. Transmit Security is the 
only true passwordless solution that supports FIDO and non-FIDO devices like iPhones.

If organizations don’t have their own mobile authenticator applications, Transmit Security 
offers a customizable application that can be skinned dynamically on download from the iOS 
and Google App stores. If there is an existing mobile authenticator application, it can easily be 
integrated with Transmit Security’s SDK. 

Risk Controlled Authorization
Unlike binary systems that let you in or out, Transmit Security’s risk-controlled authorization 
provides numerous options that can be called to minimize risk and deploy new dimensionality 
to business policies based on Gartner’s CARTA approach.

Systems can require certain types of authenticators, step-ups, or second channel validation 
such as requiring a web login and a device biometric. Approvals can be set where a third 
party such as a manager is required to authenticate to provide access. System access can be 
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approved, denied or restricted based on business rules. On the device, the system can lock the 
authenticator, reset it or invoke device management services such as a device wipe.

These tools enable Transmit Security to offer a host of options to administrators to restrict 
access to their organization’s IT resources in the data center through to the cloud. Many of 
the various actions available include approve, require a step up with varying options, and 
restrictions. If a user should be denied, there are additional actions that can be taken to further 
control risk exposure such as locking the authenticator or even wiping the device.

Helpdesk systems now can use centralized biometrics for secure device re-registration, and 
advanced knowledge-based authentication such as “when did you last log into the system?” 
or “what applications did you use yesterday?”. In addition helpdesk employees can validate 
requests with pushes to authenticate on the mobile device.

Delivering on the Promise of Zero-Trust Passwordless
A true zero-trust passwordless solution needs centralized risk intelligence and decisioning, 
broad orchestration, integration, and support for multiple authentication scenarios including 
online and offline access.

Only Transmit Security provides a flexible IAM and risk orchestration platform that integrates 
applications, on-premise, cloud providers, security systems, third party solutions, and business 
processes. Its continuous run-time adaptive risk engine provides real-time risk profiling that 
follows Gartner’s continuous adaptive risk and trust (CARTA) model.

No other vendor can deliver this combination of functionality, security and adaptive risk to 
provide a complete zero-trust passwordless solution.

About Transmit Security
Transmit Security is a software-defined identity and access management orchestration 
platform that simplifies, accelerates, and reduces the cost of identity-related projects.

Through the abstraction of authentication, authorization, and risk decisioning from 
applications, devices, security systems, infrastructure, and the cloud, Transmit Security easily 
integrates, then orchestrates both legacy and new identity technologies.

Using the concept of Over-the-Air Journeys, application owners can quickly deploy new or 
updates to existing authorization, authentication, fraud prevention and regulatory compliance 
processes in minutes without having to touch a single line of code.

Transmit Security integrates, orchestrates, then reduces risk with real-time CARTA-based 
decisioning at every step, across every system.


